HOW TO SET UP

A

G SUITEFOR-EDUCATION

ACCOUNT

ON YOUR SMARTPHONE
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Note:

Open Settings (phone settings)
Open Accounts / Google (could be displayed with other options)

Google
Signin
with your Google Account. Learn more

Email or phone

[ test.account@bhavi.in

Forgot email?

Create account

This document covers setting up a G Suite for Education account on an Android
Smartphone.

The screens presented here may be different by options and sequence of
appearance on your devices.

Choose to create a new Google account (Options would possibly be +, Add account,

Enter the email address provided to you and tap Next (DO NOT tap Create account)




www.bhavi.IN

Enter the corresponding password and tap Next.

v W 1712

Google
Hi Test

o test.account@bhavi.in

|- Enter your password

Forgot password?

First time users will have to agree to Google’s terms of use.

First time users might also have to change their password immediately after logging

in. You'll be prompted to do so if required.
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e Tap |l Agree to agree to the Terms of Service of Google

v W 1712

Google
Hi Test

o test.account@bhavi.in

We publish the Google Terms of Service so that you know what to expect as you
use our services. By clicking 'l Agree, you agree to these terms.

You are also agreeing to the Google Play Terms of Service to enable discovery and
management of apps.

And remember, the Google Privacy Policy describes how Google handles
information generated as you use Google services. You can always visit your
Google Account (account.google.com) to take a Privacy Checkup or to adjust your
privacy controls.
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e Tap Accept to confirm you selection to Google’s services settings

A4 [ RYAK]

Google Services

test.account@bhavi.in

Tap to learn more about each service, such as how to turn
it on or off later. Data will be used according to Google's
Privacy Policy.

Backup & storage

@5  Backup to Google Drive v

Easily restore your data or switch
phones at any time. Your backup
includes apps, app data, call history,
contacts, and device settings (including
Wi-Fi passwords and permissions).

Tap "Accept” to confirm your selection of these Google
services settings.

ACCEPT >
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e A G Suite for Education account requires Mobile Device Management. The Google
Apps Device Policy App will have to be downloaded and installed on your device.
e Tap INSTALL to begin the installation.

bhavin.shah@

This account requires mobile device management. Install
the Google Apps Device Policy app to enforce security
policies required by the account.

Google Apps Device Policy

INSTALL >
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e Wait for the App to finish downloading.

v B 18:.02

Google Apps Device Policy

Downloading...

CANCEL
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Tap INSTALL to begin the installation of the App.

Device Policy

Do you want to install this application? It does not require
any special access.

CANCEL INSTALL
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e Tap Next on the following screen

Google Apps Device Policy

bhavin.shah@ .ac.in

This application allows administrators to enforce policies on how your mobile
device is used to access work information. If you are using Gmail or Google
mobile apps for personal reasons, you don't need this app.

To keep your data secure, it also allows the admin to remotely wipe data, while
you can reset your screen lock code remotely or locate a lost device.

This application requires phone permission so that it can retrieve the serial
number of the device.

Some device details will be shared with administrators

VIEW DETAILS

Use of this application is subject to the Google mobile terms of service and the applicable G
Suite terms of service for your organization.

NEXT >
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e Tap ALLOW on the following screen.

v W 18:08

{. Allow Device Policy to make and manage phone calls?

DENY ALLOW
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Create a work profile to let your organization manage apps and data in your work
profile.

You control everything outside the work profile.

Select | don't want a work profile to let your organization manage your entire device.
Tap Next after making a suitable choice.

Create work profile

bhavin.shah@ .ac.in

One place for your work apps

Your organization can manage and monitor all apps and data in your
work profile. You control everything else on your device.

Learn more

[ 1 don't want a work profile

If you don't add a work profile, your organization can make changes
that affect your entire device.

< NEXT >

10
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e Tap SET UP to setup your profile.

i 4 | RERD]

Set up your profile

Your organization controls this profile and keeps it secure. You control
everything else on your device.

The following app will need to access this profile:

Device Policy

< SETUP >

11
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e Tap ENCRYPT to proceed with work profile encryption.

hid T RERD

Set up your profile

To continue setting up your work profile, you'll need to encrypt your
device. This may take some time.

< ENCRYPT >

12
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e Tap ACTIVATE to activate the device administrator

A

Activate device administrator?

Google Apps Device Policy

Touch Activate to set this application as the device policy manager or touch Cancel to
unregister.

Activating this administrator will allow the app Device Policy to perform the following
operations:

Erase all data
Erase the tablet’s data without warning by performing a factory data reset.

Change the screen lock
Change the screen lock.

Set password rules
Control the length and the characters allowed in screen lock passwords and PINs.

Monitor screen-unlock attempts

Monitor the number of incorrect passwords typed when unlocking the screen, and
lock the tablet or erase all the tablet's data if too many incorrect passwords are
typed.

Lock the screen

Control how and when the screen locks.

Set the device global proxy

Set the device global proxy to be used while policy is enabled. Only the device
owner can set the global proxy.

Set screen lock password expiration
Change how frequently the screen lock password, PIN, or pattern must be
changed.

Set storage encryption
Require that stored app data be encrypted.

Disable cameras
Prevent use of all device cameras.

Disable some screen lock features
Prevent use of some screen lock features.

CANCEL ACTIVATE

< O O

13



www.bhavi.IN

e Tap ENFORCE to enforce the device policy

v i 18:14

Confirm Enforcement

bhavin.shah@ .ac.in

The following domain policy settings will be enforced:

* Device password must be set

« Administrators can view installed applications accessing corporate data
+ Administrators will be able to remotely wipe the device

+ Administrators will be able to remotely remove account from the device
+ Administrators will be able to remotely provision wifi networks

* Lock screen widgets will be disabled

Administrators can block devices that may be compromised.

You can do the following actions on your device remotely:

* Locate device on a map
* Ring your device at high volume
* Reset your device password/PIN

* Lock your device

< CANCEL ENFORCE >

14
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Your device will now be approved by the administrator. Wait for the confirmation

message.

You will now have to set a device password (lock) if it is not set up. (PIN, Pattern,
Voice lock, etc...)
Tap Next once done setting the device lock.

Policies

bhavin.shah@ .ac.in

Your device does not comply with all security policies set by your
administrator. Please take action to resolve this.

Your device is pending approval by your domain administrators.
You will receive a notification once it is approved.

Device password must be set
Touch to change password

Some device details will be shared with administrators
View details

Application audit enabled, administrator can see list of
applications installed on the device that access corporate
information

Touch to see these apps

Administrators will be able to remotely wipe the device

Administrators will be able to remotely remove account from the
device

Administrators can block devices that may be compromised.
Security related events will be audited
Lock screen widgets are disabled

Device Policy version must be latest

Q

(<

Q0006 0 o

NEXT >
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e Tap NEXT once all policies have been enforced.

Policies

bhavin.shah@ .ac.in

Your administrator has set the following security policies on your

device.

Some device details will be shared with administrators ()

View details

Device password must be set ()

Touch to change password

Application audit enabled, administrator can see list of

applications installed on the device that access corporate ()

information

Touch to see these apps

Administrators will be able to remotely wipe the device ]

Administrators will be able to remotely remove account from the ()

device

Administrators can block devices that may be compromised. ]

Security related events will be audited ]

Lock screen widgets are disabled (V]

Device Policy version must be latest ]
NEXT >
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e Tap V to scroll down for more services once all service settings are saved.

Google Services

Tap to learn more about each service, such as how to turn
it on or off later. Data will be used according to Google's
Privacy Policy.

Location

@  Help apps find location v

Use Google's location service to help
apps determine your location. Google
may collect location data periodically
and use this data in an anonymous
way to improve location accuracy and
location-based services.

Improve location accuracy v

Allow apps and services to scan for
Wi-Fi and Bluetooth signals, even when
these settings are off.

Device maintenance

(0 Send usage and diagnostic data ~

Help improve your Android device
experience by automatically sending
diagnostic, device, and app usage data

17
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e Tap ACCEPT once all service settings are saved.

Google Services

Device maintenance

O Send usage and diagnostic data v

Help improve your Android device
experience by automatically sending
diagnostic, device, and app usage data
to Google. This will help battery life,
system and app stability, and other
improvements. Some aggregate data
will also help Google apps and partners,
such as Android developers. If your
additional Web & App Activity setting
is turned on, this data may be saved to
your Google Account.

Install updates & apps v

By continuing, you agree that this device may also
automatically download and install updates and
apps from Google, your carrier, and your device's
manufacturer, possibly using cellular data. Some of
these apps may offer in-app purchases.

By tapping “Accept,” you agree to the Google Terms

of Service. You also confirm your selection of these
Google services settings. Note: The Google Privacy
Policy describes how data is handled when using Google
services.

ACCEPT >

Your G Suite for Education account is now set up and ready to use.

* %k %k %k 3k
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